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O HAMNPABJIEHUN NHPOPMALIUA

[lenapTaMeHT rocygapCcTBEHHOM NONUTUKK B cdhepe obLiero obpasoBaHns
MwuHoGpHaykn Poccum HanpaenseT ans ceegeHus paspabotaHHble BpemeHHowm
komuccuen Coseta Pegepaumm no pasBuTUIO MHGPOPMaLMOHHOro obLecTea
MeToANYECKNEe pekoMeHaaUmMm O pasmMeLLeHn Ha MHPOPMAaLIMOHHbBIX CTEHAAX,
odomumanbHbIX HTEPHET-canTax U Apyrux MHPOPMaLUNOHHbIX pecypcax
obuieobpasoBaTenbHbIX OpraHM3aunin 1 OpraHoB, OCYLLECTBNSAIOLWMNX yNpaBeHne B
cthepe obpasoBaHus, tHdopmMauum o 6esonacHoM NoOBeAEHUN U UCMNOMb30BaAHUN CETU
"MHTepHeT".

Hvpektop [enaptameHTa
A.E.TNETPOB

MpunoxeHwne

METOOUWYECKWE PEKOMEHOALIUA
O PASMELUEHUN HA NTHO®OPMALUMUOHHBIX CTEHAAX, O®PULINATIbHbIX
WHTEPHET-CAUTAX U APYITUX UHOOPMALIMOHHbLIX PECYPCAX
OBLLUEOBPA30OBATEJIbHbIX OPFTAHU3ALIMA U OPIAHOB,
OCYLLUECTBNAOLWNX
YNPABJIEHUE B COEPE OBPA30OBAHUA, UHPOPMALIMXA O BE3OMNACHOM
NOBEAEHUU U UCINOJIb3OBAHUU CETU "MHTEPHET"

kcnepTamn 1 YyneHammn BpemeHHon komuccumn CoseTta Peaepaumm no pasBUTUIO
NHPOPMaLMOHHOro 0bLLecTBa B pamMKax BbIMOMHEHNSA pEKOMEHAAUMN NapnaMeHTCKUX
cnywaHum "AKTyarnbHble BONpOoCkl obecnevyeHnss 6e30nacHOCTU U pa3BUTUS AeTEN B
MHOPMaLMOHHOM NpOoCTpaHCcTBE", kKoTopble npownu B CoeTte Penepaumn 17 anpens
2017 r., 6binn paspaboTaHbl METOANYECKME PpEKOMEHAALMN O pasMeLleHnn Ha
MHGOPMAaLMOHHBIX CTeHAaX, ohuLmanbHbIX UHTEPHET-CanTax n Opyrux
MHPOPMALMOHHLIX pecypcax 0bLieobpasoBaTenbHbIX OpraHn3aumim 1 opraHos,
OCYLLECTBNALLNX yNpaBneHne B cchepe obpasoBaHms, nHpopmaumm o 6esonacHom
noBegeHun 1 ncnornb3oBaHun cetn "MIHTepHeT" (Danee - metognyeckme
pekomeHgauunn).

MeTogunyeckne pekomeHgaunmn HanpaeneHbl HAa KAYeCTBEHHOE MOBbILLEHNE YPOBHS
NHpopMaLNOHHON aeaTenbHocTH 0bLeobpasoBaTefnbHbIX OpraHM3auuin 1 OpraHoB.,
OCYyLLEeCTBNALWNX ynpaBrneHme B chepe obpasoBaHus, B YacTu MHPOPMUPOBAHMS
yyallnxcs, Ux poantenen (3akoHHbIX NpeacTaBUTenen) n negarornyecknx paboTHMKOB
00 OCHOBHBbIX acnekTax HopmaunoHHOM 6e3onacHOCTH.

MeToguueckne pekomeHgaumm no3BonaT oduieobpasoBaTenbHbIM OpraHM3auusm v
opraHam, OCyLeCTBAALWNM ynpaBneHue B cchepe o6pasoBaHus, akTyann3npoBaTb
yXXe ucnonb3yemMble N pasmMmeLLeHHble MH(POPMaLMOHHbIE MaTepuarnsbl, Tak n
NnoaroToBUTb UX B CIy4ae UX OTCYTCTBUS C yHETOM Ny4dLINX NPaKTUK U peKoMeHOauni.

B paMKax Mmetogn4ecKkmnx peKOMeH,D,aLl,VIVI paccMaTpumnBaloTCA criegyrowne NHCTPYMEHTDI!



1. NHPOPMALMNOHHbIE CTEHAbI;
2. ohmumarnbHble UHTEPHET-pecypChl;

3. cpeacTBa MaccoBor MHAPOPMALIMK (LLIKOSbHbIE raseTbl, nejarornyeckne n3gaHmsa u
napyrve).

MUHdopmaumoHHble cTeHAbI

Ha nHdopmMaumoHHbIX cTeHaax B 06LeobpasoBaTenbHbIX OpraHu3auunsx,
PacnosIOXXEHHbIX B (horie yupexaeHuii n B kKabnHeTax, OCHaLLEHHbIX NepCoHanbHbIMU
ycTponcTeamu ond Boixoga B ceTb "MIHTepHeT", pekomeHayeTcs pasmMecTuTb
NHPOPMALMOHHbBIE NAMATKN, COAEPXKaLlMe OCHOBHbIE COBEThI N0 obecneyeHumto
NHOPMaLMNOHHOM 6e30MaCHOCTN yYaLLUXCS.

B npunoxeHun N 1 K MeETOONYECKMM pEKOMEHOAUNAM NpeacTaBneH obpasel, NnaMsaTkm
Ansi pasmeLleHnst Ha MHOPMaLMOHHbBIX CTeHAAX.

CpenctBa maccoBoun UHcpopmaumm

B cpeactBax MmaccoBoi MHopMaLMK, OPUEHTMPOBAHHbIX Ha 0byYatoLmxcs,
pekoMeHayeTcsl B TedeHue y4ebHoro roga perynspHo nybnmkoBaTb MHGPOPMALMOHHbIE
maTepuarbl, NOCBSILLEHHbIE OTAENbHLIM acnekTaM MHOopMaLMOHHON 6e3onacHocTy, a
Takke pasnuyHble NaMsiTKM obLLero xapakrepa.

B cpeacteax maccoBon MHpOPMaLINK, OPUEHTUPOBAHHbLIX Ha NegarorMyeckyto
00LEeCTBEHHOCTb, PEKOMEHAYETCSA B TEYEHNE KaneHaapHOro roga perynspHo
ny6nmnkoBaTb MHPOPMALMOHHBIE MaTepuarbl, NOCBALLEHHbIE OTAEMNbHLIM acnekTam
NHGOPMaLMNOHHOW BEe30NacHOCTM Kak HECOBEPLUEHHONETHUX, TaK K
obuieobpasoBaTenbHbIX OpraHM3aunin, a Takke pasnuyHble NamaTkn, 063opbl
HOPMaTUBHO-NPABOBOrO PErynmpoBaHns AaHHOW cpepbl U MHAOPMALMIO O akTyarbHbIX
MEpPONPUATUSX N COBLITUSAX B aHHOM cdpepe.

B xoge npoBeneHnsa EguHoro ypoka no 6esonacHoctu B cetn "MHTepHeT"
pekomeHayeTcs obecrneynTb BbIMyCK TEMATUYECKOro BbiMyCcka CpeacTBa MacCcoBOM
nHcpopmauumn nnubo cepum nyénukaumii, cpeamn KOTopbiX pacCMOTPETb OpraHM30BaHHbIE
MEpONpUATUS Ans 00y4varoLnXca, X poanTenen (3aKoHHbIX NpeacTaBuTenen)
negarormn4eckon obLLLEeCTBEHHOCTM.

OdmumanbHblie UHTEepHeET-pecypchbl

O6uweobpasoBaTenbHbIM OpraHu3aumsM pekoMmeHayeTcst Ha CBOUX odmumnanbHbIX
NHTepHeT-pecypcax obecneunTb PyHKLNOHMPOBAHME CAMOCTOATENbHOIO U
cneumanuampoBaHHoro pasagena "MHdpopmaumoHHas 6e3onacHOCTh", B pamMkax
KOTOpPOro npefycMoTpeTb pasmeLleHne criegyrowein nHpopmaumn:

dopmat
npeactaBneHns
N Pasgen/nogpasgen mMaTepuanos CopepxaHue matepuanos
Pa3meLlatoTcsa Konmm JOKYMEHTOB, T.€e.

JlokaneHble CKaHUPOBAaHHbIN BapuaHT JOKYMEHTA,
HOPMaTMBHbIE aKTbl B COOTBETCTBYHOLNA TpeboBaHMAM K
cepe obecnedeHns napamMmeTpam CKaHMPOBaHUA.
NHOPMaLMOHHOM Konumn PasmelLaoTcs JOKYMEHTHI,
6esonacHocTK OOKYMEHTOB B pernamMeHTUpyroLmMe opraHnsauuio 1

1.06yvatowmxcs dopmaTte *PDF paboTy c nepcoHarnbHbIMU AaHHbIMM,



Konumn
AOKYMEHTOB B
dopmate *PDF

HopmaTueHoe
2.perynuposaHue

TekcT Ha
CTpaHuue canta
Konun
AOKYMEHTOB B
dopmate *PDF

Neparornyecknum
3.paboTHunKam

TekcT Ha
4.06yvarowmmcs CTpaHuue canTa
PoguTtenam (3akOHHbIM
npeacraBUTENAM)

5.06yvatomxcsa

TekcT Ha
CTpaHuue canta

TekcT Ha
CTpaHuue canta

[leTckne 6e3onacHble
6.canTol

nnaHbl MEPONPUSATMIA NO 06ecneyYeHnto
NHdOpMaLUNOHHOM 6Ge3onacHOCTU
obyuarowmxca n gpyrue.

MMy6nukytoTca akTyanbHble CBeAeHUs O
denepanbHbIX 1 perMoHanbHbIX 3aKOHax,
nMcbMax opraHoB BracTu 1 apyrue
HOPMaTUBHO-NPaBOBbIE JOKYMEHTbI,
pernameHTupyrowme obecrneyeHune
MHopMaLUNOHHOM Be3onacHoOCTU
HecoBepLUeHHoneTHuX. [lonyckaeTtcs
BMECTO KOMUI pasMmeLLaTtb rmnepCcCbisikn
Ha COOTBETCTBYIOLLME AOKYMEHTbI Ha
canTax opraHoB rocyaapCTBEHHOM BRacTMu.
Pasmeluatotca metognyeckue
pekoMeHaauun 1 yKkasbiBaeTcs
NHpopMauunsa 0 MeponpusaTUaX, NPoeKTax
n NporpamMmmax, HanpasneHHbIX Ha
nosblLlWeHNe NHPOPMaLIMOHHOMN
rPamMOTHOCTU NeJarorm4yeckmx
pabOTHMKOB.

Pa3mellaeTca nHpopmaumnmoHHas namsitka
(npunoxeHune N 2) 1 ykasbiBaeTcs
NHpopMaLmnsa 0 MeponNpUATUAX, NPoeKTax
“ NporpamMmmax, HanpasneHHbIX Ha
noBblLEeHNE NHGOPMAaLMOHHOMN
rPaMOTHOCTK OOy4atoLLNXCA.

PasmellaeTcs nHpopmaLMoHHas namsaTka
(npunoxexue N 3).

PasmelLaetcs nHgopmauma o
peKOMeHOyeMbIX K MCMOMb30BaHMIO B
y4yebHom npouecce 6e3onacHbIX canTax,
©aHHepbl 6e30nacHbIX AeTCKUX CanTOB.

OpraHam, ocyLlecTBNAWLWMM ynpaBneHne B cpepe obpasoBaHnd, pekoMeHayeTcs Ha
cBoux opuumansHblix MIHTEpHeT-pecypcax obecneyntb yHKLUMOHUPOBAHNE
CaMOCTOSTESTbHOIO U crieynann3mpoBaHHoro pasgena "MHgpopmaumoHHas
BesonacHoOCTL", B paMKax KOTOPOro NpeAycMoTpeTb pa3MeLleHne crneayoLlen

MHopMauuu:

MpunoxeHne N 1

NAMATKA 5 5
AnA oby4ArOLWKMNXcsAa ob UHPOPMALIMOHHOU BE3ONACHOCTU AETEU

HENb3A

1. Bcem nogpsa coobuiatb CBOK YacTHYHO MHpopMaumio (HacToswme M, hammnumio,
TenedoH, agpec, HOMep LLKOIbI, a Takke poTorpadum cBOW, CBOEN CEMbU N OpY3en);

2. OTKpbIBaTb BOXEHHbIE (pansibl ANEKTPOHHOW NOYTbI, KOr4a He 3Haellb

oTrnpaBnUTeEnN4,

3. MpybuTb, NpuanpaThCsl, OkasbiBaTb AaBEHME - BECTU cebsi HEBEXITMBO U

arpeccuBHo;



4. He pacnopsikancs geHbramm TBoen cembin 6e3 paspeLleHns cTapLlumx - Bcerga
cnpawumBaun pogutenem;

5. He BcTpeyvaics ¢ IHTepHeT-3HaKOMbIMU B pearnibHOW XXN3HU - MOCOBETYNCH CO
B3pOCIbIM, KOTOPOMY [JOBeEpSieLlb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yntaewsnb o cebe HenpaBay B MHTepHeTe - coobLum 06 aTom
CBOUM POAUTENSAM UNN ONEKYHaM;

2. MNpurnawatoT nepennucbiBaTbCs, UrpaTb, OOMEHNBaTLCS - NPOBEPb, HET NN NOABOXA;
3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBar B3pOCrbiM 0 Npobriemax B CETU - OHU BCerga nomoryT;

5. icnonb3yin HacTponkn 6e3onacHOCTX U NPUBATHOCTU, YTOOLI HE NOTEPSATL CBOU
aKKayHTbl B COLICETSX U ApYyrnx nopTanax.

MOXHO

1. YBaxan gpyrux nonb3oBartenen;

2. Nonb3yewbca NHTEPHET-UCTOYHUKOM - [ienai CCbINKY Ha Hero;
3. OTKpbIBal TOMNbKO T€ CChISIKK, B KOTOPbIX YBEPEH;

4. ObwaTbcs 3a NOMOLLbIO B3POCHbIM - POAUTENN, ONEKYHbI N aAMUHUCTPAaLIMSA CanToB
BCeraa noMoryT;

5. Nponan obyyeHne Ha canTe "CeTeBMYOK" 1 NONYyYn NacnopT UUdpPoBOro
rpaxgaHuHa!

Mpunoxexne N 2

MHO®OPMALIMOHHASA NMAMATKA
AnA oObYYAIKOLWUNXCA AnA PASMELLEHUA
HA OPULIMATIbHBIX AHTEPHET-PECYPCAX

C kaxgblM rogom MOJIOAEXN B MHTEPHETE CTAHOBUTLCA BonbLUe, a LUKONbHUKU OOHW U3
CcaMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TemM, NOMUMO OrpOMHOIO KONn4ecTBa
BO3MOXHOCTEN, UHTEPHET HeceT 1 Npobnembl. Ta NnamMaTKa AOSPKHA NOMOYb Tebe
©e3onacHo HaxoauTbCs B CETM.

KOMI'IbPOTeprIe BUPYCbI

KoMnbTEpPHbBI BUPYC - 9TO pa3HOBUOHOCTb KOMMbIOTEPHbLIX MpOrpamMm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOWN ABMSIETCH CNOCOOHOCTbL K pa3MHOXeEHMIO. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITN MOSHOCTLIO YHUYTOXNUTb BCE
dannbl U JaHHble, MOAKOHTPOSIbHbBIE MOSb30BaTEND, OT MMEHW KOTOPOro Obina
3anyLieHa 3apaxeHHasi nporpammMa, a Takke noBpeauTb U gaxe YHUUTOXUTb
OnepaumoHHY0 CUCTEMY CO BCEMU dharnamu B Lenom. B 6onblunHCTBE cnyyaes
pacrnpoCTPaHATCA BUPYChbl Yepe3 MHTEPHET.

MeToabl 3aLlMThbl OT BPEAOHOCHbIX NPOrpamMm:



1. cnonb3ymn coBpeMeHHbIe onepaunuoHHble CUCTEMBI, UMEIOLLINE Cepbe3Hbl YPOBEHb
3aWnTbl OT BPEOOHOCHbIX NPOrpamm;

2. NoCTOsAHHO yCcTaHaBnNMBam nadTu (LMdpoBble 3annaTkn, KOTOpble aBTOMaTUYECKM
yCTaHaBMMBAKTCS C LieNbo AopaboTkm nporpammbl) U apyrme oGHOBNEHNSA CBOEW
onepaunoHHon cuctemMbl. CkaumBam nx TONbKO C odomumManbHOro canta paspaboTynka
OC. Ecnu cyuwiecTByeT pexmm aBTOMaTn4eckoro 06HOBNEHNS, BKITHOYN €rO0;

3. PaboTan Ha cBOEM KOMMbLIOTEPE NOA NpaBamMu Nonb3oBaTens, a He
agMUHUCTpaTopa. ATO He NO3BONUT OONbLUNMHCTBY BPEAOHOCHbIX MporpamMm
WMHCTannMpoBaTbCs Ha TBOEM NEePCOHaNbHOM KOMMbLIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTblI M3BECTHLIX NPON3BOAUTENEN, C
aBToMaTU4YecknMm obHoBreHnem 6as;

5. OrpaHunyb m3nyeckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. Micnonb3ymn BHELLUHWE HOCUTENU NHOPMaLIMK, Takne Kak dorieLlka, AuCcK unm damn na
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTkpbiBan KOMNbOTEPHbIE ddansibl, MONYyYEHHbIE N3 HEHAAEXHbIX MCTOYHUKOB.
[axe Te dansnbl, KOTOpPble NpUcasn TBOM 3HAaKOMbIW. Jly4dlle yTOYHWN Y Hero, oTnpasnisn
nn oH Tebe nx.

Cetun WI-FI

Wi-Fi - aTO He BMA nepegayn gaHHbIX, He TEXHOMNOMS, a BCEro nuilb OpeHa, Mmapka.
Ewe B 1991 rogy Hugepnanackasa komnaHus sapermctpmposana opexHg "WECA", uyto
obos3Havano cnosocoyeTaHue "Wireless Fidelity", koTopbi nepeBoanTcs Kak
"GecnpoBogHas TOYHOCTL".

[lo Hawero BpemMmeHu gowna gpyras abbpesmaTtypa, kKoTopasi ABMsSIETCA TaKOW e
TexHornorven. 1o abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINIO 4aHO C HAMEKOM Ha
CTaHOapT BbICLLEN 3BYKOBOM TeXHUKN Hi-Fi, 4YTO B nepeBoae 03Ha4vaeT "BblicOKas
TOYHOCTbL".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kade, OTENsIX 1 aspornopTax ABMSEeTCA OTNIMYHON
BO3MOXHOCTbIO BbIX04a B MHTEPHET. HO MHOrMe akcnepTbl CYMTAalOT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsitoTcst 6e3onacHbIMN.

CoBeTbl Nno 6e3onacHocTn paboTbl B 06wenoctynHbix ceTax Wi-fi:

1. He nepegaBaii cBOW nNn4Hyto nHopmaumto yepes obwenoctynHole Wi-Fi cetw.
PaboTas B HMX, XenaTenbHO He BBOAUTb Naponiv 4OCTyNa, NOrMHbI U Kakne-To HoMepa;

2. Vicnonb3yi n 06HOBNSA aHTUBMPYCHbIE NporpamMmmbl 1 OpaHamMayep. TeM caMbiM Thbl
obe3onacuub cebsi OT 3aKkayku BUpyca Ha TBOE YCTPONCTBO;

3. Mpwu ncnonesosaHun Wi-Fi otkntoum doyHkumio "O6wmi goctyn K barnam u
npuHtepam". laHHaa PyHKUKUA 3aKkpbiTa N0 YMONYaHUO, OAHAKO HEKOTOpPbIE
nonb3oBaTeNN akTUBMPYIOT ee Anga yaobcTea ncnonb3oBaHus B paboTe unu yyebe;

4. He ncnoneayn nyonunyHbin WI-FI ana nepegaym nnyHbIX gaHHbIX, HANpuMep ans
BbIX04a B coOUManbHble CETU UMK B 3NTIEKTPOHHYIO MOYTY;

5. icnonb3yn TonbKo 3awuweHHoe coegmHeHne vyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";



6. B mobunbHom TenedoHe oTknoumn dyHkumio "lMoaknoveHune Kk Wi-Fi
aBTomMaTtmyeckun". He gonyckam aBToMaTUYECKOro NOAKMKYEHNSA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CouunanbHble ceTu

CoumanbHble ceT akTUBHO BXOAST B HALLY XW3Hb, MHOMMe ntoan paboTatoT 1 X1yt
TaM NOCTOSAHHO, a B Facebook yxe 3apernctpupoBaH Munnuapa YesnoBek, YTo
ABMSETCA OQHOW CebMOW BCeX Xuternen nnaHetol. MHOrne nonb3oBaTenu He
NOHMMAIOT, YTO MHPOPMALMS, pasMeLLeHHasa MU B coumaribHbIX CeTAX, MOXeT ObITb
HangeHa 1 Ncnonb3oBaHa KEM YrogHo, B TOM Yucrie He ob6as3aTtenbHo ¢ 6narnmm
HaMepeHNaMN.

OcHoBHble coBeTbl N0 6e30NacHOCTU B coOUManbHbIX CETSX:

1. OrpaHunyb cnucok apysen. Y 1ebs B Apy3bsaxX HE AOIMKHO ObITb CriyYarHbIX U
HEe3HaKoMbIX Noaen;

2. 3awumuian cBOK YacTHYH XuU3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOEro POXAEHMUS U APYIYIO JIMYHYIO MHpOPMaLnIO. 3N0YMbILLNIEHHUKN MOTYT
MCnonb3oBaTh AaXe MHPOPMaLUUIO O TOM, Kak Tbl U TBOM poauTENn NnaHupyeTte
NPOBECTU KaHUKYNbI;

3. 3awmwian ceow penyTaumio - AEPXKM €e B YNCTOTE 1 3afaBan cebe Bonpoc: xoTen
Obl Thl, YTOOLI Apyrne nosfib3oBaTenv BUAENM, YTO Thl 3arpyxaewb? Nogyman, npexae
YyeM YTO-TO onybnukoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnv Tbl roBOpULLb C JIOObMU, KOTOPbIX HE 3HaeLlb, HE UCMONb3yn CBOE pearibHOe
UMSI U OPYTYIO JIMYHYIO MHAPOPMaLNKN: UMSA, MECTO XUTEeNbCTBa, MecTo y4ebbl 1 npoyee;

5. N36eran pasmelleHus potorpacun B MHTEpHeTE, rae Tbl 306pakeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO OnpeaennTb TBOE MECTOMONOXEHNE;

6. Mpwn perncTpaumm B coumanbHOM ceTM HEOBXO04MMO MCMNONb30BaTh CIIOXHbIE NAPONy,
cocTosime 3 BykB 1 LGP 1 C KONUYECTBOM 3HAKOB HE MeHee 8;

7. [Insa coumanbHON CeTU, NOYThbl U APYrMX CanTOB HEOBXOAMMO MCMNONb30BaTh pasHble
naponu. Torga ecnv 1e64 B3nomMaroT, TO 3fI0YMbILLUNIEHHMKM NOMyYaT JOCTYN TOMbKO K
OAHOMY MECTY, a He BO BCE cpasy.

ONEKTPOHHbIE OEHbIN

ONEKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbIN cNnocob nnaTexemn, OAHAKO CyLLECTBYIOT
MOLLUEHHUKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

SJ'IeKTpOHHbIe OeHbrm nodaBuJinCb coecemMm HeaaBHO U MUMEHHO 13-3a 3TOro BO MHOIMMNX
rocygapcrtBax o CMX nop He rnporncaHo npo HMX B 3aKOHax.

B Poccun e oHU OYHKUMOHUPYIOT N O HUX Y>Ke NPONuUCcaHo B 3aKOHe, rae ux
pa3fnensatT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHMMHBbIE. PasHuua B TOM, 4TO
AHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLuaeTca NpoBOANTb onepauun 6e3
noeHTMrKaummn Nnonb3oBaTesis, a B HeEaHOHMMHbIX MAEHTUUKALKNSA Nonb3oBaTens
aBnsaeTca oba3aTtensHon.



Takxe criegyeTt pasnuyaTb 3MEKTPOHHbIE PUaTHbIE AeHbrM (paBHbl roCy4apCTBEHHbLIM
BaroTam) 1 3NEeKTPOHHbIE HeddnaTHble AeHbIN (He paBHbI rOCYyAapCTBEHHbIM
BanoTam).

OcHoOBHble coBeTbI N0 6Ge3onacHom pa60Te C ANNIEKTPOHHbLIMU OEHbIraAMU:

1. MpuBsxM Kk cHeTy MOBUNBHBLIM TenedoH. OTO caMbll YAOOHbLIN U BbICTPLI CNOCO6
BOCCTAHOBUTb AOCTYN K c4eTy. [1puBa3aHHbIN TenedoH NOMOXET, ecrniv 3abyaellb CBOM
nnaTexXxHbl Naponb UNu 3anjellb Ha CanuT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopasoBble naposiv. [locne nepexoga Ha YCUMEHHYH aBToOpU3aunio
Tebe yxe He ByaeT yrpoxaTb ONAaCHOCTb KpaXu UM nepexasaTa niaTexHoro napons;

3. Bbibepu crnoxHbin naponb. [NpectynHukam 6ygeTt He NpocTo yragaTh CHOXHbIN
naponb. HagexHble naponu - 3To Naposnu, KoTopble coaepXaT He MeHee 8 3HaKOB U
BKItOYaoT B cebsi CTPOYHbIE N NPONUCHbIE BYKBLI, LMPbI N HECKOSBLKO CMMBOJSIOB,
TaKue Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM HE AOBeEpAELUb.
SJ'IeKTpOHHaFI no4yTa

ONeKTPOHHas noyTa - 3TO TEXHOSIOMMS U NpeaocTaBnsgemMble el YCryri no nepecoisike n
NOJSTYYEHMIO 3NEKTPOHHbLIX COOBLLIEHNI, KOTOPbIE pacnpenensitoTCa B KOMMNbIOTEPHON
ceTn. OBbI4HO 3NEKTPOHHbLIN NOYTOBbLIV ALLMK BbIMSANT criegyowmm obpasom:
UMs_nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepenaymn npocToro TeKcTa, UMeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl No BesonacHon paboTe C INEeKTPOHHOW MOYTON:

1. Hapgo BbIbpaTb NpaBuibHbIV MOYTOBLIN CepBUC. B MHTEPHETE eCTb OrPOMHbIN BbIGOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jydlle AOBEPSTb TEM, KOrO 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBay B NMMYHOM NOYTE NUYHYI0 MHGopmaumo. Hanpumep, nyyiwe BoibpaTtb
"My3blkanbHbI_haHat@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyto aBTopm3aumio. ITo Korga NoOMUMO Naposs Hy>KHO BBOAUTb
Kog, npucbinaembii no SMS;

4. Bbibepu CnoxHbl naponb. [ns KaXgoro no4ToBOro Auimka OSmKeH OblTb CBOM
HaZEeXHbI, YCTOWYMBLIN K B3[IOMY Maporib;

5. Ecnun ecTb BO3MOXXHOCTb Hanvcatb caMOMY CBOW JIMYHbIA BOMNPOC, UCMNOSb3yWn 3Ty
BO3MOX>XHOCTb;

6. cnonb3yn HECKONBLKO MOYTOBbLIX ALWMKOB. [NepBblt ANt YaCTHOW Nepenmncku ¢
agpecatamu, KOTOpbIM Thl AOBEpSELLb. OTO ANEKTPOHHbIN agpec He Hago
MCrnonb30oBaTh NPU perucTpauumn Ha oopymMax u camTtax;

7. He oTkpbiBan dhansbl U Apyrue BriOXXeHUs B NMCbMax, Aaxe eCnuv OHU NpuLwnm ot
TBOUX ApYy3en. Jlyylle yTOYHWN Y HUX, OTNPaBNanu N oHn Tebe atn dannsi;

8. MNMocne okoHYyaHWst paboTbl HA MOYTOBOM CEPBMUCE Nepes 3akpbiTUEM BKIALKN C
canToM He 3abyab HaxaTb Ha "Beiitun".

KnbepbynnuHr unm BupTyanbHoOe n3geBaTenbCcTBO



KnbepbynnuHr - npecnegoBaHme coobLieHnsMun, cogepaimmm ockopbneHums,
arpeccuio, 3anyrmpaHume; XyrnmraHcTeo; coumanbHoe BONKOTMPOBaHME C MOMOLLbIO
pasnU4YHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynanHrom:

1. He 6pocatiics B 60u. Jlyywmn cnocob: nocoBeToBaTbCH Kak cebs BECTU U, eCrin HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHavarne ycrnokontbcs. Ecnn Tl HavHelb
oTBeYaTb 0cKOpbrneHnsaMmn Ha ockopbneHnsi, To ToMbKo ele 6onblie pasoxokeLlb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B CETU MHMMas. CyLLeCcTBYHOT Cnocobbl BbIICHATb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BeCcTn xynuraHckui obpas BUpTyanbHOM XU3HU. IHTepHeT domkcupyeT Bce
TBOM AENCTBUS U COXpaHSeT nx. Yaganutb nx yaet kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBow BUPTYaribHY YECTb CMOSIOAY;

6. rHopupyn eanHnyHbin Heratme. OQHOpPa30Bblie OCKOPOUTENbHbLIE COOBLLEHMUS
nyywe nrHopuposatb. OBbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHNSIMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNPaBKM COOBLLEHUI C
onpeaenieHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb knbepobynnuHra. TBou 4eNCTBUS: BbICTYNUTb NPOTUB
npecnenoBaTens, NokasaTb €My, YTO ero 4eNCcTBUS OLEHNBAKOTCS HeraTuBHO,
noaaepkatb XXepTBY, KOTOPOMN Hy)XKHa NCUXONOrMyeckasi MOMOLLb, COOOLLNTL B3POCHbIM
0 hakTe arpeccuBHOro NOBEAEHMS B CETU.

MoOBunbHbIM TENedOoH

CoBpemeHHble cMapTdOHbI U NaHWeTbl cogep)kaTt B cebe BnofHe B3pOCsbii
dYHKUMOHAr, 1 TENEPb OHM MOTYT KOHKYPUPOBATb CO CTaLMOHAPHbIMU KOMMbOTEPAMM.
OpHako, cpeacTs 3awWwmTbl A4Nd N0A0OHbIX YCTPOUCTB Noka OYeHb Marno. TecTupoBaHue
N NOUCK YA3BMMOCTEN B HNUX NPOUCXOAUT HE TaK MHTEHCMBHO, kak ang MK, To xxe camoe
KacaeTcst U MOBUMbHbIX NPUNOXEHUN.

CoBpeMeHHble MobunbHble Gpay3epbl y)Ke NPakTUYECKN JOrHanNM HacTorbHble
aHanoru, ogHako paclmpeHue yHKUMoHana BneYveT 3a coboit 60nbLLY CMOXHOCTb U
MEHbLLYI 3aLLUNLLEHHOCTb.

[laneko He Bce NpoON3BOAUTENN BbIMyCKalOT OOHOBMNEHUS, 3aKpbiBaOLLME KPUTUYECKUE
ySI3BUMOCTU A151 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Anga 6e3onacHOCTM MOBUNbLHOro TenedoHa:

Huuero He siBnsieTcs no-HacTosiweMy 6ecnnatHbiM. Byab ocTopoxeH, Beap koraa tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT OblTb CKPbITbI KAKMe-TO NraTHble
ycnyru;

Ayman, npexae 4em otnpasutb SMS, ¢ooTo nnun Bnaeo. Tbl TOYHO 3HaeLUb, e OHU
ByayT B KOHEYHOM uTore?



Heobxoaumo 06HOBMATL ONEPaLMOHHYIO CUCTEMY TBOEro CMapTdOHa;
Ncnonb3y aHTUBMPYCHbIE NporpamMmmbl 451si MOBUbHbIX TeNnedOHOB;

He 3arpyaii NpunoxeHus oT HEM3BECTHOIO MCTOYHMKA, Bedb OHU MOTYT coaepXaTb
BPeAOHOCHOE NporpaMMHoe obecrneyeHue;

lMocne Toro Kak Tbl BbINAELLb C CanTa, rae BBOAWUIT NUYHYIO MHOpMaLMIo, 3anaun B
HacTponkn 6paysepa n yganu cookies;

rlepI/IOﬂ,VI‘-IeCKVI HpOBepFIVI, Kakune nrnatHble YCInyrn aktTuBuMpoBaHbl Ha TBOEM HOMEPE,

[aBaii cBoi HOMep MOBUIBHOIO TenedoHa TONbKO NOASM, KOTOPbIX Thl 3HAELLb U KOMY
[l0BepsieLLb;

Bluetooth gomxkeH ObITb BbIKMOYEH, KOr4a Tbl UM HE Nonb3yelwbes. He 3abbiBan nHoraa
NpPoOBEPATL 3TO.

Online wnrpbl

CoBpEeMEHHbIe OHMaNH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBAOLINE Pa3BIEYeHNs,
ob6beaunHsIIoLLMe COTHM ThiCsY YenoBeK No BCeMY MUpY. MIrpokn nccnenytot 4aHHbIA UM
MUp, OBLLLaTCS APYr C APYrOM, BbINOSHAOT 3a4aHus], CPpaXkatoTCsl C MOHCTpamu u
nony4atoT onbIT. 3a y4OBOMbLCTBME OHWU MAATST: NOKYNaKT AMCK, OnnavynBatoT
aboHeMeHT unun npuobpeTatoT Kakmne-To onumun.

Bce aTv cpeacTtBa nayT Ha nogaepkaHue U pasBuTre Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3aLIMK, BbIMYCKaOTCS HOBbIE NaTyu
(umdbpoBble 3annaTtky 4ns NporpaMM), 3aKpblBalOTCS YSI3BUMOCTU CEPBEPOB.

B nogoOHbIx nrpax CTout ornacatbCA He CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXu
TBOEro naposd, Ha KOTOpoM OCHOBaHa CUMcTtemMma aBTopu3aunn OonblNHCTBA urp.

OcHoBHbIe coBeTbI N0 BE30NacHOCTN TBOErO UrpoBOro akkayHTta:

1. Ecnn gpyron urpok Beget cebsa nnoxo nnu cosgaet Tebe HeNpUATHOCTU, 3abnokupym
€ro B CM1UCKe UrPOKOB;

2. Moxanynca agMMHUCTpaTopam Urpbl Ha NMoxXoe NoBedeHne 3Toro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBayn nn4Hyto nHgopmaLmo B npodanne urpbl;
4. YBaxan Opyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBai HeoumunarnbHblie naTtyn n Moapl;

6. Acnonb3yn CNoXxHble 1 pasHble Naponu;

7. daxe BO BpeMsi Urpbl HE CTOUT OTKMOYaTb aHTUBUPYC. [Noka Tbl Urpaellb, TBOK
KOMMNbIOTEP MOTYT 3apa3sunTb.

PULWINHT nnn Kpaxa INMNMYHbIX AaHHbIX



OOGbI4yHOM Kpaxen AeHer 1 AOKYMEHTOB CEroaHSA y>Ke HUKOro He yaAMBULLb, HO C
pasBUTMEM NHTEPHET-TEXHOMNOMMIA 3N0YMbILLIIEHHUKN NEPEMECTUITUCH B UHTEPHET, U
npoaosKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBUNacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBA U (OULLKHT, rMaBHas uerb
KOTOPOro COCTOMT B MoslydeHun KoHuaeHunanbHbIX AaHHbIX Nons3oBarernen -
norvHoB 1 naponen. Ha aHrnuickom Asbike phishing yMtaetcs kak dovwmHr (ot fishing -
pblbHas noens, password - naposb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLNHIOM:

1. Cnegwm 3a cBouM akkayHTOM. Ecnn Tl nogo3peBaelub, YTO TBOSA aHKeTa Obina
B3riOMaHa, To HeobxoanMmo 3abnokMpoBaTh ee 1 CooBLWNTL aaMUHUCTPaTopam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Be6-canThbl, B TOM YUCIE, UHTEPHET-Mara3nHoB U
NMOWUCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebsi B3nomatoT, TO
3M10YMBbILLMEHHMKN NoflydaT JOCTYN TOMbKO K OAHOMY TBOEMY NMPOMUIIIO B CETU, @ HE KO
BCEM;

4. Ecnu Tebsa B3nomanu, To Heob6xoaMmo nNpeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fobaBneHbl y Tebsi B Apy3bsX, O TOM, YTO TeBSA B3fiomManu U, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbifiaTbCa Cnam M CCbIfIKM Ha ULLMHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUnbHbLIN TenedoH;
6. OTKNIOYKN coxpaHeHne napond B bpaysepe;

7. He oTkpbiBan hansnbl U gpyrue BroOXeHUs B NUCbMax, Aaxe eCnun OHU NpuLwnm ot
TBOMX ApYy3en. Jlyylie yToOYHM y H1X, OTNPaBnisanu nivm oHn Tebe aTn hannsi.

Lindposas penyTtaums

Lindbposas penytaumsa - 3T0 HeraTMBHas UM NO3NTUBHAA MHpopMauma B ceTu o Tebe.
KomnpomeTupytowas nHpopmauus, pasmeLleHHasi B UHTEPHETE, MOXET Cepbe3HbIM
obpasom OTpasnTbCHa Ha TBOEW pearibHOW Xn3Hu. "Lindpposasa penytaums” - 310 TBOM
UMUK, KOTOPLIN dopMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOE MECTO XMTenNbCTBA, y4ebbl, TBOE (PMHAHCOBOE MONOXEHNE, OCOOEHHOCTU
Xapakrtepa u pacckasbl 0 65IM3KMX - BCe 3TO HaKannBaeTCsi B CETU.

MHorne NoApOCTKN NErKOMbICITIEHHO OTHOCATCS K Ny6nukaumMm nuyHon nHpopmMaumm B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeAcTBUA. Thbl Jaxe He CMOXeLlUb AoragaTbCst
0 TOM, YTO choTorpadus, pasmelleHHas 5 neT Ha3an, ctana NPUYNHOM OTKasa NPUHATb
Tebsa Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBoux poTorpadun n gpyrme 4encTemus MoryT He
NCYE3HYTb Aaxke nocne Toro, Kak Tbl X yaanuib. Tbl HE 3HAELUb, KTO COXpaHWn aTy
NHpopmauuio, nonana nm oHa B NOUCKOBbLIE CUCTEMbI U COXpaHMnach v OHa, a
rmaBHOE: YTO NoayMatoT O Tebe oKkpyxatoLwme noan, KoTopble HaNngyT U YBUOAT 3TO.
HanTtn nHdopmaL Mo MHOro neT CnycTs CMOXeT Ntobon - kak n3 obpbix NOBYyXaAeHUN,
Tak U C HAMepeHEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YrogHo.

OcCHOBHbIEe COBETLI MO 3aLMTe LNMGPPOBON penyTaumm:



1. MNogyman, npexge 4em 4To-TO NyGnvkoBaTh U NepefaBaTb y cebs B 6nore nnu B
coumanbHON CeTH;

2. B HacTporkax npounis ycTaHOBU OrpaHMUyYeHns Ha NPOCMOTP TBOEro Nnpodouns u ero
CcoAepXXMMoro, caernam ero TofnbKo "ansa apysen”;

3. He pa3meluan n He ykasbiBan MHGOpMaLmIo, KOTopas MOXeT Koro-nmbo ockopbnatb
WUnm obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOMNBbHUKM - aKTUBHbIE NOMb30BaTENN LMGPOBOro NPOCTPaHCTBA.
OpHako ganeko He BCe 3HatoT, YTO NOSIb30BaHNME MHOTMMY BO3MOXHOCTSIMU LIMCPpOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNeKTyanbHyt0 CO6CTBEHHOCTb.

TepMuH "nHTENNekTyanbHas cCO6CTBEHHOCTL" OTHOCUTCS K pa3fMyHbIM TBOPEHNAM
YerioBeYeCKOro yma, HaymHasi C HoBbIX M300peTeHnn 1 3HakoB, 0603HaYarLLNX
COBCTBEHHOCTb Ha NPOAYKThI M YCIYrK, U 3aKkaH4MBas KHUramu, ootorpapusamu,
KWHO(UIIbMaMKn 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME npaBa - 3TO NnpaBa Ha MHTeNNeKTyanbHyt COBCTBEHHOCTb Ha NPoOn3BeaeHMS
HayKn, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNalT B KA4eCTBE rapaHTum
TOrO, YTO MHTENNEKTYanbHbI/TBOPYECKNA TPYA aBTOpa He ByaeT HanpacHbIM, JacT eMy
crnpaBefsiMBble BO3MOXHOCTU 3apaboTaTtbh Ha pe3yrnbTaTtax CBOero Tpyaa, nonyyntb
N3BECTHOCTb U Npu3HaHne. H1KTo 6e3 paspelleHns aBTopa He MOXEeT BOCNPOU3BOAUTb
ero npounsseaeHne, pacnpoCcTpaHsaTb, Ny6NMYHO AeMOHCTpMpOBaTh, NpoLaBaThb,
MMMOPTMPOBATh, NycKaTb B MPOKaT, NyBSIMYHO MCNOMHATL, NOKa3blBaTb/UCMONHATL B
adupe unu pasmewlatb B IHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpaMmMHOro obecneyeHmst MoXXeT NPUBECTU K MHOTUM
puUckam: OT NoTepu AaHHbIX K TBOMM akkayHTam 40 6noKMpOBKM TBOEro YCTPOWUCTBA, rae
yCTaHOBMEHa HeneranbHasa nporpamMmma. He ctont Takke 3abbiBaTh, YTO CyLLECTBYIOT
nerasnbHble K BecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HAWUTU B CETU.

O nopTtane

CeTeBUYOK.ph - TBOM rMaBHbIA COBETYMK B CETU. 34ECh Tbl MOXELLb Y3HATb O

6e30MnacHOCTM B CETU NOHATHBLIM U AOCTYMHbBIM A3bIKOM, a NPU BO3HUKHOBEHUU
KPUTUYECKON cuTyaumm obpatuTbCs 3a COBETOM. A TakkKe NPUHSATb y4acTne B

KOHKypCax 1 ctaTb caMbiM LUAPOBLIM rpaxkgaHMHOM!

Mpunoxexne N 3

NAMATKA ONns POOUTENENA OB UHOOPMALIMOHHOW BE3OMNACHOCTU OETEN

OnpeaneneHne TepMmuHa "MHOpMaUnMoHHass 6e3onacHOCTb AeTen" coaepXuTcs B
®epepanbHom 3akoHe N 436-P3 "O 3awmTe geten oT UHopMauun, NPUYMHAIOLLEN
Bpe X 300POBbI0 U Pa3BUTUID", perynupyowmnmM OTHOLLEHNS, CBA3AHHbIE C 3aLLMTOMN
AeTen oT MHopMaLumm1, NPUYNHSAIOLWEN Bpea UX 340POBbI0 U (MNK) PpasBUTUIO.
CornacHo gaHHOMY 3aKoHY "MHopMaLMoHHas 6e30nacHOCTb AeTen" - 3TO COCTOSAHNE
3aLMLLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbLIWN C NMPUYUHEHNEM
MHpopMauuen Bpeaa nx 3gOpoBbHo U (M) PU3NYECKOMY, MCUXUYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-3 nHpopmaumen, NpudnHALLEN Bpes,
3[0pPOBbIO U (MNN) Pa3BUTUIO OETEN, ABMSETCA:



1. tHopmMauus, 3anpeLieHHasa Ona pacnpoCTpaHeHUs cpean OeTen;

2. HbopmaLumsi, pacnpocTpaHeHne KOTOPOW orpaHUYeHo cpeaun aeten onpeneneHHblX
BO3PAaCTHbIX KaTeropum.

3. K uHopmauum, 3anpeLieHHON ans pacnpocTpaHeHus cpean aeten, OTHOCUTCS:

4. nHhopmaums, nobyxgarLwas AeTeN K COBEPLUEHNIO AENCTBUI, NPEACTaBSOLWMX
Yrpo3y UX XU3HU U (UNn) 340POBbLIO, B T.4. NPUYNHEHUIO Bpeda CBOEMY 340POBbLIO,
camoybunncray;

5. cnocobHOCTL BbI3BATL Y AETEN XernaHue ynotTpebutb HapkoTUYeckMe CpeacTBa,
NCUXOTPONMHbIE U (UNN) oAypPMaHUBaloLLMeE BelllecTBa, TabayHble n3nenus,
ankorofibHy0 1 CNMPTOCOAEP KALLYIO NPOAYKLMIO, MUBO U HANWUTKW, U3roTaBNMBaeMble
Ha ero OCHOBE; MPUHSITb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCS NPOCTUTYLIMEN,
OPOASKHNYECTBOM MM NONPOLLARHNYECTBOM;

6. o6ocHoBbIBatoLan v onpaeabiBatoLLas 40NyCTUMOCTb HAaCKUnna 1 (Unin)
XXeCToKoCTM NnBo nobyxaaroLas ocyLeCcTBNATL HACUbCTBEHHbIE AENCTBUS MO
OTHOLLEHUIO K NIOAAM U XXUBOTHbBIM;

7. oTpuuarowas CeMeNHbIE LLIeHHOCTU 1 (hopMUpYyIoLLas HEeyBaXXeHUe K pogUTESISM U
(Mnn) OpyrMm YneHam cembi;

8. onpaeabiBatoLlasi NPOTMBONPAaBHOE NOBEAEHNE;
9. cogepxallas HeLeH3ypHYyHo BpaHb;
10. cogepxawas MHpopmaumio NopHorpadmyecKoro xapakrepa.

K nHopmaumm, pacnpoctpaHeHne KOTOPOW orpaHNYeHo cpean eTen onpeneneHHoro
BO3pacTa, OTHOCUTCA:

1. MHopMaLus, NpeacTaBnsiemMast B Buae n3obpaxeHnst Unm onmcaHust X€CToKoCTH,
dm3nyeckoro n (UNn) NCUXUYECKOro HACUNUS, NPECTYNNEHMS UW UHOTO
aHTMOOLLIECTBEHHOIO AECTBUS;

2. BbI3blBaloLLasa y AeTen cTpax, yKac unm naHuky, B T.4. npeacraBnsemMas B Buae
n306paXkeHns Nnmn onucaHns B YHKatoLWen YenoBeyeckoe JOCTOMHCTBO dhopme
HeHacuUnNbCTBEHHOW cMmepTu, 3aboneBaHus, camoybmnncTea, HeC4HacTHOro crny4yas,
aBapun unu katacTpodbl 1 (MNn) X NOCNEeaCTBUMN;

3. NpeacTaBngemas B Buae n3obpaxeHus nnvm onncaHmns NonoBbIX OTHOLIEHWUI MEXAY
MY>XHYNHOWN U XEHLLIMHOW;

4. cogepxallasi 6paHHble CrioBa M BblpaXXeHusi, He OTHOCSLLMECS K HELIEH3YPHOW
GpaHw.

C yuyeTtom storo Bam npeagnaratotca npasuna padoTbl B ceTn IHTEpHET ons
pasnU4YHbIX BO3PaCTHbIX KaTeropum, cobniogeHne KoTopbix NO3BoONUT obecneuntb
NHOpPMaLUNOHHYI0 6Ge30nNacHOCTb BalLnX AeTEN.

O6wwue npaBuna ansa poanTtenen



1. HesaBncumo oT Bo3pacTa pebeHka Ucnonb3ynTe nporpammHoe obecneyeHune,
nomoratouiee unbTpoBaTh U KOHTPONMPOBATb NMHOPMALUIO, HO He nosfaranTecb
MONHOCTbIO Ha Hero. Bale BHMMaHWe Kk pebeHKy - rmaBHbIN METOA 3aLunThI.

2. Ecnu Baw pebeHok MeeT akkayHT Ha OQHOM M3 coumarnbHbIX CEPBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru n 1.n.), BHUMaATENbLHO U3y4nTE, KaKYHO
NMHopMaLNIO NOMELLLAT ero y4acTHMKM B CBOMX Npodhmnax n 6rorax, BKnovas
doTorpacun n BUAEO.

3. [poBepbTe, C KaKMMK OPpYyrMMn canTamm CBA3aH coumarnbeHbii cepBuc Balwero
pebeHka. CTpaHuykn Bawero pebeHka moryT 6biTb 6€30MacHbIMKU, HO MOTYT U
cofiepXXaTb CCbIfIKM Ha HexenaTterbHble W onacHble canTbl (Hanpumep, MOPHOCANT, U
CaunT, Ha KOTOPOM ApYr YNOMUHAeT HOMep COToBOro TenedoHa Bawero pebeHka unu
Baw gomawHnin agpec)

4. Moowpsnte Bawmnx geten coobiatbe 060 BCEM CTPAaHHOM UK OTTaNKMBatoLEM U HE
CNULLKOM OCTPO pearupymTe, Korga oHu 310 genaroT (M3-3a onaceHust NoTepsiTb JOCTYN
K IHTEpHEeTY 4eTn He roOBOPAT poauTensam o npobnemax, a Takke MOryT HayaTb
ncnonb3oBaTthb VIHTEpPHET BHE AOMa U LLKOSbI).

5. bygbTe B Kypce ceTeBoW Xxn3Hun Bawwero pebeHka. HTepecynTech, KTO X APpY3bs B
NHTepHeT Tak Xe, kKak MHTepecyeTecb peasibHbIMU APY3bsMU.

BospacTt o1 7 o 8 net

B NHTepHeTe pebeHOoK cTapaeTca NOCETUTb T€ UMK NHbIE CanTbl, @ BO3MOXHO U YaTbl,
paspeLleHne Ha noceLleHne KoTopbiX OH He nony4yun 6bl oT poguTtenen. Noatomy
poauTensam ocobeHHO nonesHbl ByayT Te oTYeTbl, KOTOPblE NPEeAOCTaBNATCA
nporpaMmmamMm no orpaHnUYeHnto ncnonb3oBaHns NHTepHeTa, T.e. Poantensckun
KOHTPOMb UIK TO, YTO Bbl CMOXeTe YBMAETb BO BPEMEHHbIX (harinax. B pesynbTaTe, y
pebeHka He BygeT OLWyLLEHNS, YTO 3a HUM BeAEeTCS NOCTOSAHHbIA KOHTPOSb, OAHaKO,
poautenu 6yayT No-npexHeMy 3HaTb, KakMe canTbl nocelaeT nx pebeHok. [letn B
AAaHHOM BO3pacTe 0bnagatoT CUIbHbIM YYBCTBOM CEMbW, OHU AOBEPYMBLI U HE
COMHeBatoTcs B aBToputeTax. OHM NobAT urpate B ceTEBbIE UMPbI 1 NyTeLeCcTBOBaTb
no VIHTEepHeTY, UCNOMb3ys ANEKTPOHHYIO MOYTY, 3aX04UTb Ha CanThbl U YaTbl, HE
pPEKOMEHOO0BAHHbIE POOUTENSMMU.

CoBeTbl No 6e3onacHocTn B cetn IHTepHeT ans geten 7 - 8 net

1. Co3ganTe CNUCOK JOMAaLUHUX NpaBun nocelleHns MHTepHeTa npu yyactum geten u
TpebynTe ero BbIMOMHEHNS.

2. Tpebynte o1 Bawero pebeHka cobnogeHnss BpeMeHHbIX HOPM HaxoXaeHuns 3a
komnbtoTepoM. [Nokaxnte pebeHky, 4To Bbl HabnogaeTe 3a HUM He NOTOMY 4YTO Bam
3TO X04eTcs, a NoToMy 4To Bbl GecnokomTech 0 ero 6e3onacHoCcTU 1 Bcerga rotoBbl
€My NMomMoub.

3. KomnbtoTep ¢ noakntodeHnem Kk MHTepHeTy JOMKEeH HaxoanTbCs B 06Len KoMHaTe
nog NPUCMOTPOM pPoauUTESEN.

4. Vicnonb3ynTte cneumanbHble 4eTCKME NOMUCKOBbIE MALUMHbI.

5. Ncnonb3yiite cpeacTtea 6rokMpoBaHust HexenaTenbHOro KOHTEHTa Kak A0oNoNHeHne
K cTaHOapTHOMY PoanTenbckoMy KOHTPOIHO.



6. Co3panTe cemMerHbI 3NEKTPOHHbIN ALWMK, YTOObI HE NO3BONUTL AETAM MMETb
cobCTBEHHbIE agpeca.

7. BnoknpynTe 4oCcTyn K cantam ¢ 6ecnnaTHbIMU NOYTOBLIMU ALLMKAMWN C MOMOLLbIO
COOTBETCTBYIOLLErO NPOrpaMmMHoOro obecneveHus.

8. MpuyunTe peten cosetoBaTbes ¢ Bamu nepeq onybnvkoBaHnem kakom-nmbo
NHJ OpPMaLUKM CpeacTBaMUM IMEKTPOHHOM NOYTbI, YaTOB, PErncTpaLmMOHHbIX (POpPM n
npodunen.

9. Hayunte geten He 3arpyxaTtb hannbl, TporpaMmbl UnNn My3biky 6e3 Ballero
cornacus.

10. He paspelante getam ncnonb3oBaTb Cry>KObl MTHOBEHHOIO 06MeHa
COOOLLLEHNAMMN.

11. B "6enbin" cnucok canTtos, paspeLleHHbIX AN NoceweHns, BHOCUTE TONbKO CanTbl
C XOpoLUen penyTaunen.

12. He 3abbiBante 6ecegoBaTb C AeTbMM 06 UX Apy3bsx B IHTepHeTe, Kak ecrniu bbl
peuyb LWa 0 ApY3bsiX B peanbHON XU3HWN.

13. He genante "taby" n3 BonpocoB NoOfoBOW XU3HWU, Tak Kak B VIHTepHeTe geTn MoryT
Nnerko HaTKHYTbCA Ha NopHorpadouio Unn canTbl "Onsa B3pocrbix".

14. Mpwnyunte Bawero pebeHka coobwaTb Bam 0 fNobbIX yrpo3ax unmn Tpesorax,
cBsi3aHHbIX ¢ MHTepHeToM. OcTaBanTecb CMOKOMHbIMU U HANOMHUTE AETAM, YTO OHUM B
B6esonacHoCTK, ecnmn camu pacckasanum Bam 0 CBOMX TpeBorax. [oxsanurte ux u
NOCOBETYNTE NOSOWTU eLLe pa3 B NOA0OHbIX Criyvasix.

Bospact geten ot 9 go 12 net

B naHHOM Bo3pacTe AeTu, Kak NpaBuno, y)Ke HachbllaHbl O TOM, kakasi MHdopmauus
cywiecteyeT B MIHTepHeTe. COBEpPLUEHHO HOPMarbHO, YTO OHU XOTAT 3TO YBUAETD,
NPOYeECTb, ycrbilaTh. [pn 3TOM HY>KHO MOMHUTb, YTO AOCTYN K HEXenaTenbHbIM
mMaTepuanamMm MOXHO Jerko 3abroknpoBaTth npu NomoLLum cpeacTs Poautensckoro
KOHTpONS.

CoBeTbl No 6e3onacHocTn ansa geten ot 9 oo 12 net

1. Co3ganTe CnMCOK JOMAaLLHUX NpaBun noceweHns MHTepHeT npu yyactum aeten u
TpebynTe ero BbIMOMHEHNS.

2. Tpebynte oT Bawero pebeHka cobniogeHnsi HOpM HaxoXO4eHUs 32 KOMMNbIOTEPOM.

3. HabntoganTe 3a pebeHkoM npu paboTe 3a KOMMbLIOTEPOM, NOKaXUTE eMy, YTO Bbl
BGecnokontecb 0 ero 6e30nacHOCTM 1 BCerga rotoBbl oka3aTb eMY NMOMOLLb.

4. KomnbtoTep ¢ nogkntoyeHnem B VIHTEpHET JOMKEH HaxoanTbCs B o0Len KomHaTe
nog NPMCMOTPOM poauUTENEN.

5. cnonb3ynTe cpeactea 6noknpoBaHns HexenaTelbHOro KOHTEHTa Kak 4ONOoSTHEHME
K cTaHOapTHOMY PoauTenbCKOMY KOHTPOSIO.

6. He 3abbiBanTe npuHMMaTb HEMNOCPEACTBEHHOE Y4acTMeE B XM3HU pebeHka,
B6ecenoBaTb C AeTbMU 00 X Apy3bsix B IHTepHeTe.



7. HactauBanTe, 4ToObI 4E€TU HUKOTrAA HE COornallannchb Ha NNYHbIE BCTPEYM C
apy3bsmu no VIHTepHery.

8. NosBonanTe AeTaM 3axXxoauTb TOSbLKO Ha canTbl 13 "6enoro" cnmcka, KoTopbii
co3ganTe BMECTe C HUMM.

9. MNpuyynTte geTen HUKOrga He BbldaBaTh INYHYO MHAOPMAaUUIO cpeacTBamMm
SNEKTPOHHOM NOYThI, YaTOB, CUCTEM MIHOBEHHOrO 06MeHa coobLleHnsmn,
perncTpaunoHHbIX OPM, JIMYHLIX NPOdOUNEN U NpU perucTpaumm Ha KOHKYpPChbl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxatb nNporpammbl 6e3 Bawero paspelwleHns. O6bscHuTe
WM, YTO OHM MOTYT CIy4arHO 3arpy3uTb BUPYCbl UNN OpYyroe HexenaTtenbHoe
nporpaMmmHoe obecneveHue.

11. Co3gante Bawemy pebeHKy orpaHMYEHHY0 Y4ETHYHO 3anucb Ans paboTbl Ha
KOMMblOTEpE.

12. Mpuy4unte Bawero pebeHka coobuaTb Bam 0 MobbIX yrpo3ax unmn Tpesorax,
CBSA3aHHbIX C VIHTepHeTOM. HanomHuTe geTam, 4To oHM B 6€30MacHOCTH, eCnv caMun
pacckasanu Bam O CBOMX TpeBOrax n onaceHusix.

13. PacckaxuTte getsim o nopHorpadumn B IHTepHeTe.

14. HactanBanTe Ha ToM, 4YTObbI AeTU NpeaoCTaBAanyM BaM LOCTYN K CBOEN
3NEKTPOHHOM NoyTe, YTOObI Bbl yOEaAnnuch, YTo OHM He obLatoTCa ¢ He3HaKkoMLUaMu.

15. O6BbACHUTE OETAM, YTO HENb3SA UCMONb30BaTb CETb ANA XyNUraHcTea,
pacnpoCcTpaHeHUs1 CNNeTeH UMK yrpoas.

Bospact geten ot 13 go 17 net

B aTOM BO3pacTe NogpOCTKM aKTUBHO UCMOMb3YHT NOUCKOBbBIE MALUWHbI, MOMb3YTCH
3NEeKTPOHHOM NoYTON, cnyx6amm MrHoBeHHOro obmeHa coobLeHNsIMN, CKaunBaroT
MYy3bIKy U punbmbl. Manbynkam B 3ToM Bo3pacTe b6orbLue Mo HpaBy cCMeTaTb BCE
OrpaHnyeHusi, OHN XaxayT rpyboro toMopa, a3apTHbIX UrP, KAPTUHOK "A51s B3pOCnbIX".
[eBoykn NpeanoynTaoT obLiaTbCcs B Yatax, Npu 3TOM OHK ropasao bonee
YYBCTBUTESbHbI K CEKCYarnbHbIM JOMoraTenbcTBam B VIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poauTensaM yXXe BeCbMa CrOXHO KOHTPOSIMPOBaTh CBOUX
aeTen, Tak kak 06 VIHTepHeTe OHM yXKe 3HaT 3HAaYMTENbHO 6OrbLUIE CBOMX POOUTENEN.
Tem He MeHee, He oTnyckanTe aeTen B "cBoOOAHOE NnaBaHue" no MHTepHeTy.
Crapantecb akTMBHO y4yacTBoBaTb B 06LeHnn pebeHka B VIHTepHeTe.

BaxxHo no-npexHemy cTporo cobnogaTts npasuna MHTepHeT-6e30nacHoCTY -
cornawleHne mexay pogutensmun n geteMu. Kpome Toro, He06Xo4MMO Kak MOXHO Yalle
npocmaTpuBaTb OTYETLI O AeATeNbHOCTM aeTen B MIHTepHeTe. CneayeT obpatntb
BHUMaHWe Ha HEOBXOANMOCTb COAEPKAHUS POAUTENBCKUX Naponen (naponen
aAMWHNCTPATOPOB) B CTPOrOM cekpeTe 1 0bpaTnuTb BHUMaHME Ha CTPOroCTb 3TUX
naposnemn.

CoBeTbl N0 6Ge3onacHocTM B 3ToM Bo3pacTte oT 13 go 17 net

1. Co3paniTe CNNCOK AOMAaLUHMX NpaBun nocelleHns ViHTepHeTa npy yyactum
NnoapOCTKOB M TpebyrTe 6e3ycrnoBHOro ero BbinonHeHnsa. Obrosopute ¢ pebeHkoM



CMUCOK 3anpeLLeHHbIX canToB ("4epHbIn cnucok"), Yackl paboTbl B UHTEpHeTe,
PYKOBOLCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucne B 4YaTax).

2. KomnbloTep € NOAKIIYEHNEM K ceTu IHTepHET AOIMKEH HAaXO4MUTbLCS B ObLLEN
KOMHaTe.

3. He 3abbiBante 6ecenoBaTh ¢ AeTbMKn 06 ux gpy3bsax B VIHTEpHETE, O TOM, YEM OHU
3aHATblI TakuM obpasom, ByaTo peyb MaeT o ApYy3bsiX B pearnbHON xun3Hn. CnpalumsanTte
0 NAsX, ¢ KOTopbiMK AeTn obLaoTca NOCpeacTBOM Cny6 MrHOBEHHOro obmeHa
coobLeHnamMu, 4tobbl yoeamTbes, YTO 3TU N0AN UM 3HAKOMBbI.

4. VicnonbaynTe cpeacTBa 6rI0KMPOBaHUS HEXeNaTenbHOro KOHTEHTa Kak AOMNOSNIHEHNE
K cTaHOapTHOMY PoauTensckoMy KOHTPOJTH.

5. Heobxogmmo 3HaTb, Kakumun YaTamu nonb3ytoTes Bawwn getun. MNoowpsnTte
NCnonb30BaHME MOAEPUPYEMBIX YaTOB N HacTamBanTe, YToObl AeTn He obLannce B
NPUBaATHOM pPEXUME.

6. HactanBanTe Ha ToOM, 4TOBbI AE€TU HUKOrAa He BCTpeYasnmch SIMYHO C ApY3baMU U3
ceTn NHTepHeT.

7. MNMpnyyunte geten He BbldaBaTb CBOK JIMYHYKO MHAOPMALINIO CpeacTBaMu
9NEeKTPOHHOM MOYThI, YaTOB, CUCTEM MIHOBEHHOIO 0bMeHa coobLLeHnsiMu,
perncTpaunoHHbIX (OopM, NNYHBLIX NPOMUIIEN U NPU PErMCTPaLNN Ha KOHKYPCbl B
NHTepHeTe.

8. NpuyunTte geTen He 3arpyxaTb nporpammel 6e3 Bawiero paspeleHms. Ob6bscHUTe
MM, YTO OHM MOTYT CIy4anHO 3arpy3uTb BUPYCbl UM APYroe HexenaTtenbHoe
nporpaMmmHoe obecneveHue.

9. MNpuyumnte Bawero pebeHka coobLliaTb Bam 0 NobbIX yrpo3ax unm Tpesorax,
cBsA3aHHbIX ¢ MIHTepHeTOM. HanoMHuTe geTaMm, 4To OHM B 6e30nacHOCTU, ecnmn camu
pacckasanu Bam, O CBOUX yrpo3ax unu tpesorax. [oxsanure nx n nocoBetTynTe
noaonTn eLle pa3 B NogobHbIX criyvasx.

10. PacckaxuTe getsim o nopHorpadum B UHTepHeTe. [Tomornte um 3almnTnTbes ot
cnama. HayunTte nogpocTKoB He BblaaBaTth B IHTepHeTe CBOEro peasnbHOro
3NEeKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTesibHble MMCbMa 1 UCMOoMb30BaTh
creumanbHble NOYTOBbIE PUSLTPbI.

11. MNpuyunte cebs 3HAKOMUTLCS C CanTamun, KOTOpble NoceLlaoT NOAPOCTKN.

12. Hayunte geten yBaxaTb OPYrUX B UHTEPHETE. Y6eauTech, YTO OHM 3HAKOT O TOM,
4YTO NpaBuIia XOpoLLUEro NoBeaeHUs AENCTBYIOT Be3ae - JaXe B BUPTyarlbHOM MUpe.

13. OB6bACHUTE OETAM, YTO HM B KOEM Crlydae Henb3sa ucrnonb3oBatb CeTb AN
XYNUraHcTBa, pacnpoCTpaHeHus CrreTeH Unu yrpos Apyrum noasam.

14. O6cyanTte ¢ nogpocTkammu NpobnemMbl ceTeBbIX a3apTHBIX UIP U X BO3MOXHbIN
puck. HanomHuTe, 4TO AETN HE MOTYT UrpaTb B 3TW UIrPbl COrNAacHO 3aKOHY.

[MOCTOSIHHO KOHTPONMPYNTE UCNoSb3oBaHue MHTepHeTa Bawmm pebeHkom! OT0 He
HapyLUeHne ero NM4YHOro NPoCTpaHCTBa, a Mepa NPeaoCTOPOXHOCTU N NPOsIBNEHNE
Bawen poantenbCckon oTBETCTBEHHOCTM 1 3a00ThlI.



